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Fluxo de configuracao

* Baseado em Templates

. Agrupamento por meio de Hostgroups
* Uso de SNMP, Agente Zabbix

* Importagao dos itens do Template, ou

* Adi¢ao de novos itens

* Jtens a serem monitorados }

* Expressdo a ser avaliada

Triggers

* Executar operagoes a partir da geracao de eventos

* Eventos do tipo: Triggers, Descobertas, Auto-registro de agentes ou eventos internos

/




Hosts

Host Templates IPMI

Host name
Visible name

Groups

New group

Agent interfaces

SNMP interfaces

JMX interfaces

IPMI interfaces

Description

Macros Host inventory

In groups

IP ADDRESS
127.0.0.1

Add

Encryption

Other groups

Discovered hosts
Hypervisors
Linux servers
< Meus Templates
Templates
Virtual machines
Zabbix servers

DNS NAME CONNECT TO PORT

n DNs || 10050

DEFAULT
© Remove




Hosts

Parametros:
Nome: Identifica unicamente um Host

Nome visivel: Caso seja setado, sera o nome que aparecera nas telas. Aceita
caracteres UTF-8.

Grupo e Novo Grupo: Grupo ao qual o Host ¢ membro

Interfaces Interfaces suportadas pelo Host com os devidos Ips/Nomes DNS e
Portas. E permltldo o uso de mais de uma interface simultaneamente.

Templates

Permite linkar um ou mais templates ao Host sendo criado. O mesmo herdara os
itens, triggers, graficos, etc. dos templates.

Macros
Permite definir macros com o escopo limitado ao Host.
Inventario

Preenchimento de informagoes de inventariodo Host. O preenchimento pode
ser feito de forma manual ou automatica, utilizando os dados capturados para
preencher determinados campos.




ltens

Name | |

Type

Key

Host interface

Type of information
Data type

Units

Use custom multiplier
Update interval {in sec)

Custom intervals

History storage period (in days)
Trend storage period (in days)
Store value

Show value

New application

Applications

Populates host inventory field

Description

Enabled

Zabbix agent —

127.0.0.1 : 10050 $

Numeric (unsigned) 4

Decimal ]
30
TYPE
Scheduling
Add
90
365
Asis
Asis
-None-
web checks
-None-

m Cancel

INTERVAL

-«

Select

PERIOD ACTION

Remove

4 | show value mappings

-~




ltens

Parametros importantes:

Nome: O nome pode contar com macros $1,$2, ..., $§9
referindo-se aos parémetros contidos na chave

Ex: Espaco livre em §$1 (Para a chave vis.fs.size[/free]

Tipo:Tipo de checagem do item: Agente Zabbix, SNMP,
IPMI, etc.

Chave: valor inico num mesmo host que identifica o item.
Para o tipo agente zabbix, a chave deve estar dentro das
chaves suportadas pelo mesmo.

Interface: Interface dispom’vel atraves do cadastro do Host

Tipo de Informagao: Tipo do valor retornado pelo item




Tipos de itens

Agente Z.abbix

Comunicagao entre Host e Servidor Zabbix ¢ feito por um Agente instalado no Host.
Agente Passivo ou Ativo

Agente SNMP

Utiliza o protocolo SNMp para se comunicar com um dispositivo ou Host com suporte a
SNMP

SNMP Taps
Permite o recebimento de Traps SNMP
[PMI

Monitoramento atraves da interface IPMI (Intelligent Plataform Management Interface).
Ex: HP iLO, DELL DRAC, IBM RSA, etc

Simple Check
Checagens simples a Host remotos sem agentes. Ex: Ping, Verificagao de Portas abertas

SSH

Permite execucao remota de comandos via SSH

JMX, ODBC, outros




Triggers

Trigger Dependencies

Name

Expression

Multiple PROBLEM events generation

Description

URL

Severity “ Information

Enabled

Expression constructor

Add

Warning Average High

Disaster |




Triggers

Para a criagao daTrigger, alguns parametros importantes:

Nome: Pode conter macros suportadas: {HOST.HOST},

{HOST.NAME}, {HOST.CONN}, {HOST.DNS}, {HOST.IP},

{ITEM.VALUE}, {ITEM.LASTVALUE} and {$MACRO}. $1, 82, ...,

$9 podem ser utilizadas para se referirem as constantes da expressao.
Ex: "Carga na CPU acima de $1 no servidor {HOST.NAME}”

Expressao: Expressao logica usada para calcular o estado daTrigger.
Modelo:

{<server>:<key>.<function>(<parameter>)} <constant>
Ex: {meuservidorzabbix:system.cpu.load[all,avg1].last() } >5

Caso a ultima medida de carga da CPU do servidor meuservidorzabbix
ultrapasse o valor 5, aTrigger ¢ disparada.

URL: Link habilitado no Nome da Trigger na tela de monitoramento
Severidade: Severidade da Trigger




Acoes

Action Conditions Operations Action Conditions Operations
Name I | Default operation step duration
Default subject | {TRIGGER.STATUS}: {TRIGGER.NAME} Action operations
Default message | Trigger: {TRIGGER.NAME} .
Trigger status: {TRIGGER.STATUS} Operation details
Trigger severity: {TRIGGER.SEVERITY}
Trigger URL: {TRIGGER.URL}
Item values:
1. {ITEM.NAME1} ({HOST.NAME 1}:{ITEM.KEY1}):
{ITEM.VALUE1}
2. {ITEM.NAME2} ({HOST.NAME2}:{ITEM.KEY2}):
{ITEM.VALUE2}
3. {ITEM.NAME3} ({HOST.NAME3}:{ITEM.KEY3}):
{ITEM.VALUE3}
Original event ID: {EVENT.ID}
Z)
Recovery message
Enabled
Action Conditions Operations
Type of calculation | And/Or $/AandB
Conditions  LABEL NAME
A Maintenance status not in maintenance
B Trigger value = PROBLEM
New condition - .
Trigger name 4| like 4
Add

3600 | (minimum 60 seconds)

STEPS

Steps
Step duration

Operation type
Send to User groups

Send to Users
Send only to

Default message

Conditions
Add Cancel

m Cancel

DETAILS

START IN DURATION (SEC) ACTION

0 | (minimum 60 seconds, 0 - use action default)

v Send message
Remote command
TUSER'GROUP™~

Add

ACTION

USER
Add

ACTION

-Al- ¢

LABEL NAME ACTION

New

ACTION
Remove

Remove




Acoes

Pode ser gerada por Triggers, Auto-descoberta, Auto-registro ou evento interno

Para configurar uma agao por trigger:
Nome: Nome tnico
Assunto padrao: Assunto enviado na mensagem de notificagao
Mensagem padrao: Contetdo enviado na mensagem de notificagao
Mensagem de recuperagao: Mensagem enviado em caso de retorno ao normal da
condi¢cao que causou a agao
Condicoes
Uma ou mais condicoes que sao avaliadas para que a agao seja executada
Operagoes
Uma ou mais operagées (Envio de mensagem ou Execugao de comando) que
serao executadas a partir da condigao de teste ser avaliada verdadeira
Envio de notifica¢oes
Execu¢ao de comando por SSH
Execucdo de comando no Servidor Zabbix

Execugao de comando por meio do agente Zabbix em um Host




Graficos

Criagao de grafico multivariaveis atraves dos itens

monitorados por um host.

Graph Preview

CPU load (1h)
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last min avg max
M Processor load (1 min average per core) [ava] 01 005 02992 073
Il Processor load (5 min average per core) [avgl 016 016 03078 0.47

M Processor load (15 min average per core) [avg] 023 0.23 0.354 047
O Trigger: Processor load is too high on Zabbix server  [> 5]

Clone Cancel
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10:20
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Graficos

Graph Preview

Parent graphs Template OS Linux

Name

Width

Height

Graph type

Show legend
Show working time
Show triggers
Percentile line (left)
Percentile line (right)
Y axis MIN value
Y axis MAX value

ltems

CPU load
900

200

0.0000

NAME

1: Zabbix server: Processor load (1 min average per
core)

2: Zabbix server: Processor load (5 min average per
core)

3: Zabbix server: Processor load (15 min average per
core)

Clone Cancel

FUNCTION

DRAW STYLE

Y AXIS SIDE

COLOUR

[ 009300
[ IEY
[l 290000




IT Services

Para permitir um monitoramento de mais alto nivel. Utiliza-
se uma construgao em hierarquia para monitorar o nivel de
disponibildade de servigos (SLAs) baseado na
interdependéncia entre os Hosts e itens sendo monitorados

(baixo nivel)

Ex: Monitorar SLA de um sistema Web

Depende da disponibilidade do Servidor de Aplicagao
Depende da disponibilidade do Servidor de Banco de dados

Depende da disponibilidade da rede de interconexao entre os servidores e

os clientes desse servico




Monitoramento

Dashboard
Overview
Web

Ultimos Dados
Triggers
Eventos
Graficos
Mapas

Telas
Discovery

IT Services




ashboard

Tela com informagoes importantes e links de acesso rapido

recursos favoritos:

Dashboard

Favourite graphs Status of Zabbix
LocalHost SNMP: Trafego na EthO
System status
Graphs
Host status

Favourite screens
HOST GROUP WITHOUT PROBLEMS WITH PROBLEMS TOTAL

No screens added. .
Discovered hosts

Screens Slide shows )
Linux servers

Favourite maps Zabbix servers

No maps added. Updated: 13:54:07

Maps .
Last 20 issues

HOST ISSUE LAST CHANGE AGE INFO ACK  ACTIONS

Zabbix server | Lack of free swap space 2016-02-17 22:31:30  1m 3d 8h No

i ver

2 of 2 issues are shown Updated: 13:54:07

Web monitoring v

Discovery status
DISCOVERY RULE uP DOWN

Local network SNMP 1 0

Updated: 13:54:07




verview

Visao geral de triggers e de dados coletados por grupos de

Hosts

Overview
Triggers status | Recent problem §
Acknowledge status | Any
Minimum trigger severity | Not classified %
Age less than days
Filter by name
TRIGGERS

Configured max number of opened files is too low on {HOST.NAME}
Configured max number of processes is too low on {HOST.NAME}
Disk I/O is overloaded on {HOST.NAME}

Download Alto na Interface EthO

«

Group | all 4| Type Triggers % | Hosts location Top
Filter a
Filter by application Select
Filter by host inventory Type 2 Remove

Show hosts in maintenance

d

LOCALHOST SNMP

a
v

ZABBIX SERVER




Cenario Web

Utilizado para o monitoramento de disponibilidade de servigos Web

Os cenarios sao construidos como componentes de monitoramento de
um Host ou Template

Construido atraves de cenarios Web composto por um ou mais “passos”
de requisi¢oes HTTP
Em cada "passo” de reuisicio HTTP colhe-se as seguintes informagoes:
Codigo de retorno da requisigao
Velocidade de download

Tempo de resposta

Para o cenario, mede-se:
Quantidade de passos que falharam
Ultima mensagem de erro

Media de Velocidade de download para todos os passos




Details of web scenario: Zabbix frontend

-~ [ ]
‘ E I I a I I O ( 3 STEP SPEED RESPONSE TIME RESPONSE CODE STATUS

First page 14.63 KBps 198.5ms 200 OK

Login 22.82 KBps 710ms 200 OK

Check login 56.74 KBps 285.5ms 200 OK

Log out 17.14 KBps 169.5ms 200 OK

Check logout 29.77 KBps 97.6ms 200 OK

TOTAL 1s 461.1ms OK
Filter a

2015-10-09 10:59 - 2015-10-09 11:59 (now!)

[cn] s ]

1d 7d 1m »» 1h fxed

d3d7d

Speed (1h)
250 KBps |
200 KBps
150 KBps
100 KBps
S0 KBps
0 Bps
A 8 3 £ 8 2 4 2 =2 2 8 4§ 3 888 &3 88 8 938 2R 408 a7
[T = = = = D= = A= = = = - = = = = = = = = = = = - = = = e}
=1 =]
o o
=1 1
a a
3 3
last min avi max 3
[ Download speed for step "First page” of scenario "Zabbix frontend". [avg] 14.63 KBps 11.2KBps 21.58KBps 35.92 KBps
@ Download speed for step "Log in" of scenario "Zabbix frontend". [avg] 22.82KBps 22.82KBps 46.81 KBps 66.29 KBps *

B Download speed for step "Check login" of scenario "Zabbix frontend". [avg] S6.74 KBps 25.29 KBps 49.65KBps 64.93 KBps -
@ Download speed for step "Log out” of scenario "Zabbix frontend". [avg] 17.14 KBps 5.65KBps 13.14KBps 17.89 KBps
@ Download speed for step “Check logout* of scenario "Zabbix frontend". [avg]) 29.77 KBps 19.55KBps 33.12KBps 39.37 KBps

Response time (1h)
2s

:’“n83‘3:2::2:3::’.&:%#:3:3233‘-’3#::a$:
6 m 4 2 4 2 2 8 82 2 8 8 @2 2 8@ @ 8@ f s fasasadAmaaaaaad
] A
2 2
3 3
last min av max

[ Response time for step "First page" of scenario "Zabbix frontend". [avg] 198.5ms 80.8ms 148.92ms  259.4ms

[ Response time for step “Log in" of scenario “Zabbix frontend". favg) 710ms  244.4ms  372.54ms 710ms

B Response time for step "Check login" of scenario "Zabbix frontend". [avg] 285.5ms 249.5ms 355.28ms 640.6ms

@ Response time for step "Log out” of scenario "Zabbix frontend". favg] 169.5ms 162.3ms 242.35ms 513.9ms

@ Response time for step "Check logout” of scenario "Zabbix frontend". [avg) 97.6ms  73.8ms  90.69ms 148.6ms




ltimos Dados

Visualizagao dos ultimos dados colhidos, com filtros por

grupo de hosts, hosts e aplicagoes.

Latest data

Host groups

S LocalHost SNMP %

Application
v [] NAME a
4 web checks (9 Items)
v - other - (6 Items)
Descricao

Nome da Interface
passwdchksum

Tempo de Uso

Tr'afego de entrada na Interface

Tr'afego de saida na Interface

Filter a
Select Name
Select Show items without data
Show details
Select
LAST CHECK

2016-02-17 23:36:02

2016-02-18 11:12:02

2016-02-18 11:15:52

2016-02-18 11:15:46

2016-02-18 11:12:02

2016-02-18 11:12:02

LAST VALUE CHANGE

Linux gerenciaredes 3.16.0...

Intel Corporation 82545EM...

2913575356

1 day, 15:15:45 +00:00:23
54.27 Kbps +14.14 Kbps
10.21 Kbps +776 bps

History
History
History
Graph
Graph

Graph




Triggers

Visao de status de todas as triggers, com informagoes

detalhadas de cada mudanga de status. Disponivel com filtros

e com possibilidade de adi¢ao de comentarios.

Status of triggers

Triggers status
Acknowledge status
Events

Minimum trigger severity
Age less than

Filter by name

SEVERITY STATUS INFO
Information OK
Average OK
Information OK
Information OK
Information OK
Information OK

Warning OK

Warning OK

Recent problem §

Any
Hide all
Not classified 4%

days

LAST CHANGE v

2016-02-18 09:55:22
2016-02-18 02:39:02
2016-02-18 00:28:47
2016-02-18 00:28:32
2016-02-18 00:28:27
2016-02-18 00:28:08
2016-02-17 23:28:45

2016-02-17 23:28:44

o

«

AGE

1m 3d 19h

1m 3d 12h

1m 3d 10h

1m 3d 10h

1m 3d 10h

1m 3d 10h

1m 3d Sh

1m 3d Sh

Filter a

Group | all

Filter by application

Filter by host inventory Type

«

Add

Show hosts in maintenance

HOST

LocalHost SNMP

Show details

NAME

mudanca passwd

LocalHost SNMP

Download Alto na Interface EthO

Zabbix server

Zabbix server

Zabbix server

Zabbix server

Zabbix server

Host name of zabbix_agentd was changed on Zabbix server

Host information was changed on Zabbix server

Hostname was changed on Zabbix server

Version of zabbix_agent(d) was changed on Zabbix server

Free disk space is less than 20% on volume /boot

Free disk space is less than 20% on volume /

4] Host| all . E

Select

Remove

DESCRIPTION
Show

Add

Add

Add

Add

Add

Add

Add




Eventos

Visualizagao de todos os eventos gerados no sistema: Eventos
de triggers ou eventos de descoberta automatica. Pode-se
alterar flag de reconhecimento de evento ou ver agoes

executados ap(')s evento.

Events Group | all ¢ | Host| all %+ | Source| Trigger E E

Filter a
Trigger Select
Zoom: 5m 15m 30m 1h 2h 3h 6h 12h 1d 3d 7d 14d 1m Al 2016:01-15 13:24 - 2016:01:15 14:24
4 oy >
Im 7d 1d 12h 1h Sm | Sm 1h 12h 1d 7d 1m Th fixed
TIME HOST DESCRIPTION STATUS SEVERITY DURATION ACK ACTIONS
2016-01-15 14:02:35 Zabbix server Zabbix discoverer processes more than 75% busy OK Average 1m 3d 8h No 1
2016-01-15 13:31:35 Zabbix server Zabbix discoverer processes more than 75% busy PROBLEM Average 31m No 1

Displaying 2 of 2 found




Graficos

Podem ser simples, gerados automaticamente atraves da
visualizacao dos ultimos dados. Ou customizados com a

configura¢ao manual na configuragao do Host.

GraphS Group | Zabbix servers 4 | Host all

«

Graph | Network traffic on ethO s E

Filter a

2016-03-02 13:41 - 2016-03-02 16:41 (now!)

L EEE S 2
3h fixed

Zabbix server: Network traffic on ethO (3h)

200 Kbps
150 Kbps
100 Kbps
50 Kbps
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last min avg max

B Incoming network trafficonethO  [avg] 10.77 Kbps 24 bps  20.55 Kbps 27.31 Kbps
[ Outgoing network traffic on eth0  [avg] 79 Kbps Obps 13.19Kbps 191.89 Kbps




Mapas

Para uma visualizagao de componentes monitorados em uma

/ . / .
rede atraves de 1magens e 1cones ativos.

Maps Minimum severity | Not classified (default) %

All maps / teste de Mapa

teste de Mapa




Mapas

Map Sharing

Owner

Name

Width

Height

Background image
Automatic icon mapping
Icon highlight

Mark elements on trigger status change
Expand single problem
Advanced labels

Icon label type

Icon label location
Problem display
Minimum trigger severity

URLs

Admin (Zabbix Administrator) % Select

800
600
Noimage %

<manual> § | show icon mappings

Label s
Bottom 4%

All $

m Information Warning Average High

NAME URL

Add

Disaster

ELEMENT

Host

ACTION

v | Remove




Mapas

Adicionando Elementos

Map element

Type

Label

Label location

Host

Application

Automatic icon selection

Icons

Coordinates

URLs

Links

Host s

Servidor SNMP

N

Default %

LocalHost SNMP % Select

Select

Default Server_(96)
Problem Default
Maintenance Default
Disabled Default
X| 489 Y| 177
NAME URL
Add
Apply l Remove l l Close l
ELEMENT NAME LINK INDICATORS

Zabbix server LocalHost SNMP: mudanca passwd

< < <>

<«

ACTION

Remove

ACTION
Edit




Mapas

Adicionando Links

Links

Label

Connect to
Type (OK)
Colour (OK)

Link indicators

ELEMENT NAME

Zabbix server

Zabbix server

[
=]
@
<«

TRIGGER

LINK INDICATORS

LocalHost SNMP: mudanca passwd

TYPE

LocalHost SNMP: mudanca passwd Bold line

COLOUR

) oooooo

ACTION

ACTION

Remove




Telas

Uma forma de combinar varias informagcées em uma tnica
tela. De um modo simples, uma Tela ¢ uma tabela aonde se

encaixa as informacdes a serem exibidas em uma unicaTela.

Screens

Screen Sharing

(Ol -1l Admin (Zabbix Administrator) % Select

Name | [Zabbix server

Columns 2

Rows 2

Clone Delete Cancel




Telas

* Edigao dos componentes da Tela

Screens: Zabbix server

+ Zabbix server
127.0.0.1
Lack of free swap space on Zabbix server
Zabbix server: CPU load (1h)
0.5
04
03
0.2
01
+ 0 N A~
L 8 & & & § ¥ & v g & =2 3
© 2 2 &2 8 &2 &2 &~ 5 £ o~
=1 pa b
g g
3 3
last min avg
M Processor load (1 min average per core) [avg] 0 0 00419
M Processor load (S min average per core) [avg] 001 001 00446
M Processor load (15 min average per core) [avg] 0.05 0.05 0.0553
O Trigger: Processor load is too high on Zabbix server  [> 5]

Change

Local network

& ey
localhost SNMP
OK

Change

Zabbix server

100 %

50 %

0%

16:20

03-0216:14

B CPUidletime

M CPU user time

M CPU system time
B CPU iowait time
M CPU nicetime

B CPU interrupt time
[ CPU softirq time
@ CPU steal time

16:25

16:30

[avg]
[avg]
[avg]
[avg)
[avg]
[avg]
[avg]
[aval

16:35
16:40

last

97.13 %
244%
0.38%
0.08%
013%

0%
0.03%

0%

Change

16:45
16:50

min
92.19 %
0.27%
0.28%
0.03%
013%
0%
0%
0%

: CPU utilization (1h)

16:55
17:00
17:05

avg
97.47 %
1.27%
0.56 %
011%
0.55%
0.000278 %
0.04%

0%

17:10

3
2 03-0217:14

98.73 %
4.64%
1.46%
1.54%
1.52%
0.02%
017%

0%




Telas

Screens: Zabbix server

Resource

Map

Horizontal align

+ Vertical align
Column span

Row span

03-02 16:15

+

Local network
Left Right
Top Middle Bottom

Zabbix server: CPU load (1h)

o ° w e w
a & a E = 9
& I & & o

M Processor load (1 min average per core)
M Processor load (S min average per core)
M Processor load (15 min average per core)

Q Trigger: Processor load is too high on Zabbix server

Change

16:50
16:55

17:.00

last

[avg]

0

[ava] 0.01
avg] 0.05

[> 5]

17:05

min

0
0.01
0.05

Select

17:10

03-0217:15

Zabbix server: CPU utilization (1h)

100 %

50 %

0%

16:20

03-0216:15

B CPUidle time

W CPU user time
CPU system time
[ CPU iowait time
B CPUnicetime

B CPU interrupt time
[ CPU softirg time
[ CPU steal time

16:25

16:30

[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]
[avg]

16:35

16:40
16:45

Change

e w o um
2 8w g8 8
= = ~ =

A
min avg
92,19 % 97.4%
0.27 % 1.34%
0.28% 0.57%
0.03% 011%
013% 0.55%
0% 0.000278 %
0% 0.04%
0% 0%

17:10

03-0217:15

3
D
x

98.73 %
4.64%
1.46%
1.54%
1.52%
0.02%
017%

0%




Telas

Tipos de componentes

\/
ABB Monitoring Inventory Reports Configuration Administration
. Action log
Dashboard Overview Web Latest data Screens
Clock
. Data overview
Screens: Zabbix server Graph

Graph prototype
History of events
Host group issues

Host issues
Hosts info
Resourci ¥ Map
Plain text
Ma| Screen
Server info
Horizontal alig| Simple graph
Simple graph prototype
+ Vertical aligl System status
Triggers info
Column spgl Triggers overview
Row spal s

Maps

Discovery

Select

IT services




Telas

. . . INSTITUTO FEDERAL DE

. . EDUCACAO, CIENCIA ETECNOLOGIA
RI0 GRANDE DO NORTE

CINTE Ceara Mirim Rede GigaNatal - Zona Norte
SABLED oK




Telas
Slide shows

® Pode-se combinar telas em Slide shows para um monitoramento
mais dinamico.

® Recurso interessante para NOCs

Slide shows

Slide Sharing

(Ol Admin (Zabbix Administrator) % Select

Name |

Default delay (in seconds) 30

Slides SCREEN DELAY ACTION




