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'Surfing attack' hacks Siri, Google with ultrasonic waves
Researchers use ultrasound waves vibrating through tables to access cellphones
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Summary:  Using ultrasound waves propagating through a solid surface, researchers were able to read text
messages and make fraudulent calls on a cellphone sitting on a desk up to 30 feet away.

FULL STORY

Ultrasonic waves don't make a sound, but they can still activate Siri on your cellphone
and have it make calls, take images or read the contents of a text to a stranger. All
without the phone owner's knowledge.

Attacks on cell phones aren't new, and researchers have previously shown that ultrasonic waves can be used
to deliver a single command through the air.

However, new research from Washington University in St. Louis expands the scope of vulnerability that
ultrasonic waves pose to cellphone security. These waves, the researchers found, can propagate through
many solid surfaces to activate voice recognition systems and -- with the addition of some cheap hardware --
the person initiating the attack can also hear the phone's response.

The results were presented Feb. 24 at the Network and Distributed System Security Symposium in San Diego.

"We want to raise awareness of such a threat," said Ning Zhang, assistant professor of computer science and
engineering at the McKelvey School of Engineering. "l want everybody in the public to know this."

Zhang and his co-authors were able to send "voice" commands to cellphones as they sat inconspicuously on a
table, next to the owner. With the addition of a stealthily placed microphone, the researchers were able to
communicate back and forth with the phone, ultimately controlling it from afar.

Ultrasonic waves are sound waves in a frequency that is higher than humans can hear. Cellphone
microphones, however, can and do record these higher frequencies. "If you know how to play with the signals,
you can get the phone such that when it interprets the incoming sound waves, it will think that you are saying a
command,” Zhang said.

To test the ability of ultrasonic waves to transmit these "commands" through solid surfaces, the research team
set up a host of experiments that included a phone on a table.

Attached to the bottom of the table was a microphone and a piezoelectric transducer (PZT), which is used to
convert electricity into ultrasonic waves. On the other side of the table from the phone, ostensibly hidden from
the phone's user, is a waveform generator to generate the correct signals.

The team ran two tests, one to retrieve an SMS (text) passcode and another to make a fraudulent call. The first
test relied on the common virtual assistant command "read my messages" and on the use of two-factor
authentication, in which a passcode is sent to a user's phone -- from a bank, for instance -- to verify the user's
identity.
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The attacker first told the virtual assistant to turn the volume down to Level 3. At this volume, the victim did not
notice their phone's responses in an office setting with a moderate noise level.

Then, when a simulated message from a bank arrived, the attack device sent the "read my messages"
command to the phone. The response was audible to the microphone under the table, but not to the victim.

In the second test, the attack device sent the message "call Sam with speakerphone,"” initiating a call. Using
the microphone under the table, the attacker was able to carry on a conversation with "Sam."

The team tested 17 different phone models, including popular iPhones, Galaxy and Moto models. All but two
were vulnerable to ultrasonic wave attacks.

Ultrasonic waves made it through metal, glass and wood
They also tested different table surfaces and phone configurations.

"We did it on metal. We did it on glass. We did it on wood," Zhang said. They tried placing the phone in
different positions, changing the orientation of the microphone. They placed objects on the table in an attempt
to dampen the strength of the waves. "It still worked," he said. Even at distances as far as 30 feet.

Ultrasonic wave attacks also worked on plastic tables, but not as reliably.

Phone cases only slightly affected the attack success rates. Placing water on the table, potentially to absorb
the waves, had no effect. Moreover, an attack wave could simultaneously affect more than one phone.

The research team also included researchers from Michigan State University, the University of Nebraska-
Lincoln and the Chinese Academy of Sciences.

Zhang said the success of the "surfing attack," as it's called in the paper, highlights the less-often discussed
link between the cyber and the physical. Often, media outlets report on ways in which our devices are affecting
the world we live in: Are our cellphones ruining our eyesight? Do headphones or earbuds damage our ears?
Who is to blame if a self-driving car causes an accident?

"I feel like not enough attention is being given to the physics of our computing systems," he said. "This is going
to be one of the keys in understanding attacks that propagate between these two worlds."

The team suggested some defense mechanisms that could protect against such an attack. One idea would be
the development of phone software that analyzes the received signal to discriminate between ultrasonic waves
and genuine human voices, Zhang said. Changing the layout of mobile phones, such as the placement of the
microphone, to dampen or suppress ultrasound waves could also stop a surfing attack.

But Zhang said there's a simple way to keep a phone out of harm's way of ultrasonic waves: the interlayer-
based defense, which uses a soft, woven fabric to increase the "impedance mismatch."

In other words, put the phone on a tablecloth.
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RELATED STORIES

Flexible Ultrasound Patch Could Make It Easier to Inspect Damage in Odd-Shaped Structures

Mar. 23, 2018 — Researchers have developed a stretchable, flexible patch that could make it easier to perform
ultrasound imaging on odd-shaped structures, such as engine parts, turbines, reactor pipe elbows and ...
read more »

Controlling Ultrasound With 3-D Printed Devices

Oct. 25, 2016 — Ultrasound is more than sound. Obstetricians use it to peer inside a woman's uterus and
observe a growing baby. Surgeons use powerful beams of ultrasound to destroy cancer cells. Researchers fire
... read more »

Text Messages That End in a Period Seen as Less Sincere

Dec. 8, 2015 — Participants in a study read a series of exchanges that appeared either as text messages or
as handwritten notes. Based on the participants’ responses, text messages that ended with a period were ...
read more »

Computer Learning System Detects Emotional Context in Text Messages

June 29, 2015 — A student has developed a computerized learning system that can detect emotional
sentiments, such as sarcasm and irony, in text messages and emails. It could help detect content that
suggests ... read more »
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